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1. [bookmark: _Toc47530978]INTRODUCTION/BACKGROUND
The overall SOCHEMA ICT Framework and Blueprint is structured based on the National Health ICT Strategic Framework (2015-2020) which provides a policy guideline for strategic application and use of ICT to achieve UHC in Nigeria[footnoteRef:1]. To support the attainment of UHC in Nigeria and strengthen the health system, innovative use of ICT for Health to improve service delivery, ensure responsiveness, increase access, coverage and financial risk protection must be prioritized. All plans, projects and interventions geared towards UHC achievement must be aligned to a robust and functional health ICT ecosystem. SOCHEMA ICT Framework and Blueprint will enable Sokoto State to leverage current and future ICT investments to build an integrated health information infrastructure and contribute to UHC. In the context of the Nigeria National Health ICT Strategic Framework, the Sokoto State Contributory Healthcare Management Agency shall be positioned to leverage on the existing initiatives rather than re-inventing the wheel. [1:  National Health ICT Strategic Framework (2015-2020) October 2015 Draft for Review] 

[bookmark: _Toc47530979]Recommended Health ICT Architecture
The National Health ICT Strategic Framework recommends an architecture that facilitates interoperability by creating a framework that is service oriented, maximally leverages health information standards, enables flexible implementation and supports the interchangeability of individual components. It shall integrate the Health Information Enterprise (HIE) and other transaction standards form the basis for the interactions between the architecture components and Point-of-Service (POS) applications. This architecture is designed to build upon and amplify the health benefits of existing Nigerian health and government initiatives.
The health ICT architecture for SOCHEMA shall mimic the nationally acceptable framework for easy scalability. The recommended components of the architecture are:
· An Enterprise Master Patient Index (EMPI), or Client Registry (CR) manages the unique identity of citizens receiving health services within the state; this takes care of ‘for whom’. The CR will link contribution beneficiaries to unique patient identifiers which can be leveraged to provide a strong foundation for the client registry portion of a health information exchange (HIE).
· A Health Worker Registry (HWR) is the central authority for maintaining the unique identities of health providers participating in SOCHEMA, this represents ‘By whom’. Health Care Providers must log into the Agency’s portal and website to fill a detailed form and register to participate in the scheme. The medical professional’s credentials, skillset and qualification will be uploaded. These will be verified during accreditation and assessment of the health workforce participating in the scheme. 
· Health Facility Registry (FR) captures uniquely all places where health services are administered within the state i.e. ‘Where?’ Electronic form will capture level of care of facility, name of facility, as well as names and skillsets and qualifications of all medical professional and health workforce in the facility. It will capture medical infrastructure available in the facility which of course will include ICT infrastructure.
· A Health Management Information System (HMIS). It is a collection of indicator-centric records for cohorts with information in the exchange.
· A Shared Health Record (SHR) enables the collection and storage of electronic health information about individual patients in a centralized repository which is capable of being shared across different healthcare settings.
· A Terminology Service (TS) serves as a central authority to uniquely identify the clinical activities that occur within the care delivery process by maintaining a terminology set mapped to international standards such as ICD10, etc i.e. “What?”
· A Health Interoperability Layer (IL) receives all communications from point of service applications within a health geography and orchestrates message processing among the point of service application and the hosted infrastructure elements. Because there currently is not an HIE, this component of the architecture does not currently exist in Nigeria.
· Point of Service (POS), or point of care applications are a diverse group of actors that leverage the health information exchange to improve the quality of care by using higher quality and more timely data to support their activities. These systems include mobile messaging tools [SMS/interactive voice response (IVR)], EMRs, laboratory or stock management systems and monitoring and evaluation tools.
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[bookmark: _Toc47530980]SOCHEMA Conceptual ICT Architecture 
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This conceptual architecture shows the different layers of interoperable systems that interplay to produce results. The external systems such as payment aggregators (e.g. Interswitch), National Identity Management Commission (NIMC) for biometrics, etc are the national and international linkage to SOCHEMA’s ICT framework. The Access channels depicts the users and channels used to access the systems. The Business Processes are coupled with the various users in such a way that guarantees ease of access. All business processes are monitored and enhanced by the back-office operations. Data generated by business operations are stored by the core data manager.











[bookmark: _Toc25230441][bookmark: _Toc25230536][bookmark: _Toc25230909][bookmark: _Toc25231074][bookmark: _Toc25232302][bookmark: _Toc25230442][bookmark: _Toc25230537][bookmark: _Toc25230910][bookmark: _Toc25231075][bookmark: _Toc25232303][bookmark: _Toc25230443][bookmark: _Toc25230538][bookmark: _Toc25230911][bookmark: _Toc25231076][bookmark: _Toc25232304][bookmark: _Toc25230444][bookmark: _Toc25230539][bookmark: _Toc25230912][bookmark: _Toc25231077][bookmark: _Toc25232305][bookmark: _Toc25230445][bookmark: _Toc25230540][bookmark: _Toc25230913][bookmark: _Toc25231078][bookmark: _Toc25232306][bookmark: _Toc47530981]SOCHEMA ICT INFRASTRUCURE NEEDS
A standard ICT infrastructure for a State Health Insurance Agency shall consist of the following components:
1. Hardware: Servers, computers, data centres, switches, hubs and routers, and other equipment
2. Software: OS, Office applications, call/contact centre solution, Anti-virus, Enterprise resource planning (ERP), customer relationship management (CRM), productivity applications and more.
3. Network: LAN, Network enablement, internet connectivity, security firewall and anti-spyware
4. Meat-ware: Human users, such as System Engineers, Network Administrators (NA), Database Administrators, Web Masters, Cyber Security Experts and end users with access to any IT appliance or service are also part of an IT infrastructure, specifically with the advent of user-centric IT service development.
Specific requirements are detailed below:
	Hardware
	Software
	Network
	Facilities

	· Laptop computers 
· Desktop computers 
· Finger scanners 
· Web cameras 
· MODEM
· Printers 
· Giant Photocopiers
· Flash drives 
· External Hard drives 
· 55 Inches Smart TV 
· Server(s) 
· Router(s) 
· Rack 
· Switch 
· Complete Hardware/Network Troubleshooting Kits 
· Projector
· Digital Cameras/Camcorders


	· License Operating system 
· Office applications 
· Anti-viruses 
· Adobe Premier Suits 
· Overall Scheme’s Operations and Information System Software (Health Insurance Software)
· Call Center Customer Relations Management (CRM) Software
· MySQL perfectual License Cluster Carrier Grade Edition
· Oracle Java SE Advance for independent S/W vendors
· Fulcrum Source Code
· Form Builder Application Package (Jot form 2017 Version)
· Mapping Software and Blocks
· Anti-spyware
	· Internet Connectivity 
· Firewalls/Securities
· LAN/WAN

	· Air Conditioning Units
· Data centre utilities and tools
· Standard raised floor and cable management
· CCTV and surveillance systems
· Biometric locks, mantraps and motion detector.
· Power supply management systems, inverters, phase corrector, stabilizers, battery banks, etc 
· Security Safe
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SOCHEMA shall require that a full package and robust check-list of functionalities of a health insurance operations system includes all that is listed below, which may be modified with additional functionalities based on needs, financial capacity of the Agency and future scalability. The robust system shall include, or make adequate, secure and scalable provision for future inclusion of the following identified modules. Modules can be developed and built as standalone units but must be internally designed to allow for seamless integration with existing or future modules without loss of basic functionalities, and without introducing security bugs during scale-up. 
Figure 2: Health Insurance Software Ecosystem[footnoteRef:2] [2:  Okereafor, K. (2019, September). ICT blueprint for State Health Insurance Schemes Part 1: Architecture. A Power-point Presentation at the workshop on Shaping the Future of Health Insurance in Nigeria, Kano, Nigeria.
] 
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[bookmark: _Toc47530983]ICT Business Requirements 
A robust ICT framework with integrated health contribution software, hardware, networks, and security is required for the following reasons:
· To run the operations of the Agency efficiently. 
· To develop and implement services and applications to enable and deliver health contribution services including at a minimum, digital beneficiary enrolment, premium payment, coverage verification, recording of patient encounters, submission of accurate bills by providers, adjudication of claims, enrolee feedback mechanisms, referral management, eligibility verification and encounter management.
· To implement and harmonize digital registries, data collection instruments and reporting indicators that meet the needs of a contributory health scheme and other prioritized services and applications. 
· To establish guidelines, minimum functional requirements, and interoperability standards that allow for the consistent and accurate collection and exchange of health information across the health system.
The users of the framework at different levels are:
· SOCHEMA Staff: shall have access to the ICT framework based on assigned authority levels, roles and responsibilities.
· Health Care Providers: Primary, secondary and tertiary healthcare providers shall have access through the Provider handles and modules which shall permit them to ask for and get referral authorization codes, submit claims, make enquiries, submit encounter and utilization data, respond to surveys and access payment advice.
· Third Party Administrators: shall utilise the ICT infrastructure based on the access rights and responsibilities given to it by SOCHEMA.
· Enrolees: shall be capable of accessing their personal health records (PHR). The idea of having their medical information readily available to them via the Web or mobile channels as well as personalized and engaging “edutainment” tools such as reminders of EDDs and ANC days for pregnant mothers, wellness and preventive information, customizable engagement reminders, services to manage prescriptions and mobile-assisted Customer Satisfaction Surveys.
[bookmark: _Toc47530984]Essential Features of the ICT System
· Stability and Reliability: The ICT system i.e. all software, hardware, internet and networks shall be reliable and stable. They shall be procured from a licenced source and shall pass all regulatory standards set by SON, NIMC, NITDA, NCC and NHIS.  
· Customizability: The system shall possess the flexibility of being changed by the user or programmer and shall be adaptable to SOCHEMA’s operational needs.
· Service and support: shall possess the ability to deliver needed services.
· Scalability: shall be capable of accepting additional functionalities in the future without introducing security bugs or destroying already existing modules and data.
· Interoperability: shall possess the ability to exchange, interpret and use data cohesively within the various healthcare information technology (HIT).
· Affordability: the cost shall be within the reach of SOCHEMA given the budget constraint and scarce financial resource.
[bookmark: _Toc47530985]Overview of ICT System Modules 
Provider Login and Dashboard/Facility Accreditation Module
This module facilitates automation of the process of registering accredited facilities on the electronic information system platform adopted by SOCHEMA. It shall be used for accreditation of both primary and secondary healthcare providers. 
It captures vital provider info for documentation and collaboration and will be used for:
· Registration and credentialing of facilities 
· Payment of a non-refundable fees for expression of interest online 
· Online feeling of expression of interest form
· Payment of an accreditation fee after accreditation visit 
· Inclusion in the facility register with functionality to record health workforce and available infrastructure
· End to end tracking of authorizations to claims
· Network module view access
On the SOCHEMA interface, the following shall be available:
· Designed accreditation visit template with all requirements
· An accreditation progress tracker. 
· List of all accreditation facilities
Benefit Plan Module
This module facilitates automation of the process of assigning preferred levels of care and services to beneficiaries based on a comprehensive listing of various options. It will include the following:
· Health Policy/Benefit Plan based module i.e. list of primary services, secondary services, Tertiary and exclusion list
· ICD 10 or CPT or SNOMED (11 and 111) based benefit plan structure
· Multi-level Service mapping support
· Ability to set all the policy limits – module wise, service wise, co-pays & deductibles if any.
· Ability to handshake seamlessly with the e-Claims, Payment/Contribution, Encounter, and Referral modules for the purpose of processing, computing, generating, presenting and tracking authorization codes for higher levels of care.
Enrolment Module
The Enrolment module facilitates automation of the process of enrolling potential recipients of benefits packages offered by SOCHEMA following NIMC’s biometric model.
1. Unit of Enrolment for Formal sector: 
· 1 principal beneficiary 
· 1 spouse 
· 4 biological children <18 years 
Requirement for Formal sector principal beneficiary: Bio-data (Name, Gender, DOB, Next of Kin name, Traceable Add, Phone No., Email Add., PSN, Employer name, Primary Healthcare Provider, Secondary provider.
2. Unit of Enrolment for Informal sector: 
· 1 beneficiary only  
Requirement for Informal sector principal beneficiary: (Name, Gender, DOB, traceable Add, phone No., next of kin and name of primary and secondary health care provider)
Mode of Capture: should be Offline that can be synchronized to central Data Base
Specification: 
· 4.4.2. biometric and NIMC compliance 
· Shall have 2 separate interface for formal and Informal sector 
· Each primary provider will be link to an Approved secondary provider 
End Product: Chip embedded plastic ID card will be given to principal beneficiary 
The model shall also offer:
· Seamless enrolment /registration of members & dependents
· Enrolee self-registration
· Check policy status
· Update personal records Request 
· Change of HCP
· View medical records,
· Benefits and utilization view
· Add dependents, 
· E-card generation.
Contribution Module
This module offers automation of the process of controlling the collection of payments, equity and premiums made by various categories of enrolees and other funding sources for the management of the scheme. It will include integration with a payment aggregator and embedment of online payment functionalities.
There shall be: 
· employer contribution account 
· employee contribution account 
· informal sector contribution account
· additional defendant contribution account
· TISHIP contribution account
· Donor/partner donation account 
Procedure: Informal Sector and TISHIP: all contribution shall be online (Remita)
Verification Module
Automates the process of identifying and authenticating registered enrolees at the point of accessing healthcare. The module will manage:
· Electronic validation of patients.
· Standard 4-4-2 biometric verification (or be equipped with the facilities to integrate 4-4-2 biometric verification in future upgrades without performance impairments)
Requirement
· Presence of a devices that can detect and read Chip on the ID card in all accredited facilities
· Device shall be electric and can be solar powered
· A computer or mobile device containing list of beneficiaries attached to each facility.
· Device should have one-year warranty.
Procedure for verification 
· Valid ID card should to be swiped through the device.
· This will send an Automatic real time message to the central server indicating that the client is in the facility. 
· An SMS will also be sent to the enrollee indicating his presence at the facility.
Encounter Management Module
Automates the interaction between the healthcare professional and the enrolee at the healthcare facility. This process generates vital health information for the health information exchange and enables:
· Electronic capturing of patient encounter and utilization of care.
· Direct upload of reports from participating healthcare facilities. 
· Functionality for performance management and assessment using a collection of indicator-centric records.
· Despite the electronic encounter there shall be need to develop both paper base and electronic encounter verification form. The forms will be filled by the facility SOCHEMA desk officer at the end of each visit. The forms will be signed by the enrollee at the point of exit.
Referral Management Module
Automates the processing and management of referral cases across the various levels of care in SOCHEMA using a workflow-based model to automatically generate online codes and manage online authorizations.
There shall be:
· A separate platform for service Authorization for both service providers and SOCHEMA 
· Provider can send either an SMS or fill out an online form which shall include Enrollee ID, name, secondary service provider, procedure to be performed or reasons for referral. 
· Code generation shall be automatic and real time 
· Code shall only be use once and only for the service generated
· The authorization shall be visible to all the staff involve in the Unit including ES. 
· Request shall be treated within 30 minutes from receipt of request.  
Claims Management Module (e-claims)
Automation of the process of managing the financial reimbursements and obligations of providers and beneficiaries based on actuarial computations. 
There shall be 
· Online platform for claims collection for both performance base capitation and fee for services payment 
· Claims processing for PBC and FFS shall be quantitative and qualitative 
· Tariff for all service in both primary and secondary providers 
· Workflow based model catering to Direct Billing & Reimbursement claims
· End to end tracking of settlement
· Claim generates to Audit to Payments seamless structure
· Auto-validation rules
· Auto SMS/ Emails triggers
· Online claims resubmission functionality
Payment Module
· Payment platform for performance base capitation 
· Payment platform for fee for services payment 
· Payment platform for TPA’s administrative charges
· Payment platform for SOCHEMA overhead expenses
· Payment platform for fines and commissions. 
Medical Auditing Module
Automates the process of evaluating the quality of medical care from providers by analysing indicators and triggers from the different modules of the ICT system.
Admin and User Management Module
This module will be used by the designated System Administrator to assign roles and permissions to various users.
· Director General shall be the super Admin 
· Access, authorization, Admin, Private, Secret files, and restrictions shall be managed at different Level 
Customer Relationship Management (CRM) Module
This module shall be used as the Call/Contact centre which provides multiple search functionality for enrolee/provider details and history, reports and analytics of calls and complaints, mobile messaging tools such as SMS, interactive voice response (IVR), EMRs, laboratory or stock management systems, Bulk SMS functionality, Social Media handles and emailing. Other functionalities shall include:
· A complaint and grievance redress interface to include automatic SMS and an online form
· Create face book account
· Create twitter account  
· Create You-Tube account
· Live online chat 
· Dedicated line for text messages: Message should capture (name of enrollee, SOCHEMA ID, name of provider, complains, and suggestion)
Corporate/Organized Private Sector Login and Dashboard
This module shall give access to Corporate HR of organized private sector to commence the process of enrolling their staff by uploading their nominal roll and paying premium on line. This may be followed by obtaining e-ID cards online.
Integrated Mobile App for Enrolees
This module shall be used by enrolees to pay premium via digital channels which includes mobile and options such as Apple Pay, Google Wallet and other electronic wallet features. It shall also be used to provide mobile personal health record (PHR), that is, making their medical information readily available to them via the Web or mobile channels. Other useful feature provided by this module include, Personalized and engaging “edutainment” tools such as reminders of EDDs and ANC days for pregnant mothers, wellness and preventive info to all enrolees, Customizable engagement reminders, services to manage prescriptions, and mobile-assisted Customer Satisfaction Surveys and mobile telemedicine.

Analysis/Reporting (Dashboard)  
 This shall include 
· Home (Mission, vision, objective)
· About Us
· List of Department/Units 
· Frequently ask questions 
· Contribution collection 
· Complains/suggestion
· List of accredited Health facilities (Primary and secondary)
· Benefit package of health services 
· Statistical analysis of everything happening in the portal.

Basic requirement for a SOCHEMA Website.

Table 1: SOCHEMA website requirement
	S/N
	BASIC REQUIREMENT

	1
	Host on a .gov and ensure it is a dynamic site.

	 2
	Provide a link to the homepage from every page on the website.

	 3
	Display a statement of content ownership or management on every page.

	 4
	Include an About Us page that explains the site’s mission, governance, and responsible parties.

	 5
	Provide an easily findable way for users to contact you.

	 6
	Includes a search function to help the public easily locate information.

	 7
	Link to a policy that explains your agency's criteria for choosing external sites.

	 8
	Include a link to a page describing your privacy policies.

	 9
	Provide links to plug-ins for all non-html files or page elements.

	 10
	Provide a link that explains how users can access information.

	 11
	Link to Sokoto State.gov and Ministry of Health.gov in the footer of your website if necessary.

	 12
	Do not post empty pages or pages “under construction.”

	 13
	Do not link to political sites or use the site for direct or indirect lobbying.

	14 
	Obtain permission for any copyrighted material that may appear on your site.


Links
	 15
	Use standard colors for visited and unvisited links.

	 16
	Use meaningful language for links rather than “click here.”

	 17
	Indicate the file type and size for downloadable files.

	 18
	Present links to foreign language materials in their language.


Forms
	 19
	Acknowledge with an automated response whenever a user submits either a completed form.

	 20
	Design check box controls to allow users to select one or more items, clear checked box selections, and select an option by clicking on either the box itself or its label.

	 21
	Clearly and consistently distinguish required data entry fields from optional data entry fields.

	 22
	Provide radio buttons to choose one response from mutually exclusive options.


Managing the Website
	 23
	Document and enforce your sites content management roles, procedures, and style guide.

	 24
	Establish a plan and schedule to review and archive old content.

	 25
	Set up an analytics program to gather information about your users’ behavior, review data, and make site improvements.

	 26
	Consult your records officer to determine the retention schedule and format for your web records.


Keep in mind:
	 27
	Document and enforce your sites content management roles, procedures, and style guide.

	 28
	Follow the Federal Web Managers Council’s recommendations for managing web content.

	 29
	Consult the Research-based Usability Guidelines when designing your information architecture and navigation.

	 30
	Consider conducting usability testing to ensure users can easily and successfully complete their tasks.

	 31
	Follow best practices for search engine optimization.

	32 
	Ensure that you have met all required policies for social media.

	 33
	All content should be written in plain language.

	 34
	Provide access for people with limited English proficiency e.g. hausa and fulani






Table 2: User/Module Interface
	          User
Modules
	SOCHEMA 
	Providers

	TPA
	Beneficiaries


	Provider Login and Dashboard
	
(Non-Essential)
	
(Essential)
	
	

	Benefit Plan Module
	
(Essential)
	
(Essential)
	
	
(Essential)

	Enrolment Module
	
(Essential)
	
(Non-Essential)
	
(Essential)
	
(Essential)

	Contribution Module

	
(Essential)
	
	
(Essential)
	
(Essential)

	Verification Module
	
	
(Essential)
	
	
(Essential)
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SOCHEMA’s call centre solution shall support all the features of a soft-switch for inbound and outbound call handling. It shall fully be integrated with third party applications like CRM/Issue management solution, with ticketing features to enable end users keep track of issues reported via all mediums. 
The solution shall support inbound traffic via the following channels:
· Voice 
· Email 
· SMS, and 
· WhatsApp 
The expected features are:
· Flexible Interactive Voice Response (IVR) - The solution shall be configured with a flexible IVR that will be instrumental in guiding a caller queue destination.
· Automatic Call Distribution - This feature ensures that calls will be automatically routed to agents that are either less busy or have taken fewer calls than the others.
· Music on Hold - This feature enables the caller to listen to pre-recorded messages while waiting on a call queue, before being attended to by an agent. This feature is best suited to enable an organization play adverts to a caller or pass very vital information across to a caller. 
· Chat - This feature enables the agents to communicate and share information amongst the groups of agents, with the aim of resolving the caller’s issues. 
· Call Transfer - This feature enables the agent transfer calls to mobile phones, this is useful during escalation of phone calls that are beyond the knowledge base of the agent 
· Reporting - Call Reports can be generated with different result criteria, hence monitoring the extent of calls handled by the system. 
· Workforce Management /Monitoring - Agents activity on the system can be monitored, supervisors will be able to know:
· Agents that are on a call 
· Agents that are idle 
· Agents that are on break 
· Average talk time per agent
· Total call summary per agent, and per agent queue, etc 
· Inbound Calls - Agents will be able to receive inbound calls, with a pop-up screen giving them information about the caller. 
· Outbound Calls - An advanced predictive dialer function, which enables the user call a list of clients automatically, and routes the answered call to an available agent. 
· Scalability – Ability to scale up to accommodate up to 50 agents. 
· Integration to third party applications (CRM and Ticketing systems) - gives room for integration of third-party applications like a CRM, ticketing systems 
· Call Recording - the ability to record inbound and outbound calls for quality assurance 
· Automatic Queuing System - Call will be evenly distributed to agents with this feature, while ensuring that the callers are pre-informed on the duration they have to spend on the queue before their call is connected to an available agent. 
· Telephony Application Programming Interface (TAPI) - This would enable the CRM to be closely integrated to enable features like:
· Automatic Number Identification for incoming calls 
· Popup form trigger to enable agents have a 360-degree view of the caller, provided the caller’s information exist on the CRM database. 
· Case and Contact creation module - This enables the agent create contacts and cases and helps the agents keep track contacts and cases in the CRM. 
· Escalation Feature - Enables the agents in the contact centre escalate cases to superiors and close cases during operations.
· Reports - the reporting module will handle reporting of recording events in the following category: Daily reports, weekly reports, monthly reports and annual reports. 
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